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Security

This describes the basic security measure that should be/are in place at Leiden Observatory and LION
Physics Department. As both institutes are part of the University the full University Security Policy is
applicable.

Security level

Availability, Integrity and Trust liability

There are several levels of these security elements in terms of services and data. We denote the
following:

Service Availability Integrity Trust liability
Mail High High High
Home directory High High High
Web Medium High High
Remote access Medium High High
Scientific computing Medium High High
Data Medium High High

Let's detail out these services and data.

e Mail

e Home directory

e Web

e Remote Access

¢ Scientific computing
e Data

Security Baseline

For your information this sections describes the actions taken to provide the necessary security
measures to ensure save and reliable operations with your and our data.

e Organization

Computer Documentation Wiki - https://helpdesk.lorentz.leidenuniv.nl/wiki/


https://helpdesk.lorentz.leidenuniv.nl/wiki/lib/exe/detail.php?id=policies%3Asecurity&media=policies:security.jpg
https://helpdesk.lorentz.leidenuniv.nl/wiki/doku.php?id=univ:security
https://helpdesk.lorentz.leidenuniv.nl/wiki/doku.php?id=policies:security:mail
https://helpdesk.lorentz.leidenuniv.nl/wiki/doku.php?id=policies:security:homedir
https://helpdesk.lorentz.leidenuniv.nl/wiki/doku.php?id=policies:security:web
https://helpdesk.lorentz.leidenuniv.nl/wiki/doku.php?id=policies:security:remoteaccess
https://helpdesk.lorentz.leidenuniv.nl/wiki/doku.php?id=policies:security:calculations
https://helpdesk.lorentz.leidenuniv.nl/wiki/doku.php?id=policies:security:data
https://helpdesk.lorentz.leidenuniv.nl/wiki/doku.php?id=policies:security:organization

Last update: 2018/01/10 11:41 policies:security https://helpdesk.lorentz.leidenuniv.nl/wiki/doku.php?id=policies:security&rev=1515584491

e Classification

e System management

e Access

¢ Development and maintenance
e Auditing
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