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VPN Connection LION with DUO from
Windows

Open Control Panel by typing control panel in the search bar
Open the Network and Sharing Center

52 Metwork and Sharing Cerber O x
F 52 & Controd Pene &8 Comtrol Parel kens ¢ Metwork and Sharing Certter

R i View your basic network information and set up connections
Cantrel Panel Home

Wiew your schrve nebwarks
Changs adaphe etting

Change sdvanced shaning Physics. Leidenlinge.nl Acces type: Internet
settings Domain network Conrectionm | Ethernet
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Change your networking settings
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Click on “Set up a new connection or network”
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s X

? Set Up a Connection or Network

Choose a connection option

ﬁ Connect to the Internet
Set up a broadband or dial-up connection to the Internet

Eﬂh Set up a new network

- "..\l_.—t up a new ro JLET O aCCEess PO,

Connect to a workplace
Set up a dial-up or VPN connection to your work

Select “Connect to a workplace” and click Next

€ i Cormect to a Workplece
How do you want to connect?

= Use my Internet connection (VPMN)

Conmect using & virtusl grate netwark (VPN) connectson thicugh the Intemet
F | |
L k

—% Dial l.ll'r.'l.l|:f'

Conmect directly to 8 phone namber withowt gong through the Internet

Carcal

Click on “Use my Internet connection (VPN)”
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- X
8 t:ﬂ Connect to a Workplace
|
Type the Internet address to connect to
Your network administrator can give you this address.
! Internet address: vpn.physics.leidenuniv.nl
Destination name: VPN Connection LICN|
[]Use a smart card
[]Remember my credentials
Q [_] Allow other people to use this connection
This option allows anyone with access to this computer to use this connection.
Create Cancel
Edit like above and click Create
Open the Network and Sharing Center
| 32 Mestwork and Sharing Certer - o =
o - ;E * Controli Panel ¢ A8 Combrod Panel ltemns + Metwork and Shering Center w Ges Pane & ]
PN A T Wiew your basic network information and set up connections
Wiews your sctive reebaciks
Change adapter settings
Change advanced sharing Phaysice L ehdentnivnl Acoess fype IntEmmet
ssttings

Do ik Cennactions: |§ Ethisrnat
Media streamaing cpticns
Change your nebwecking seittingt

Set up @ nEw conNNEcon or nebwork

Sl g & bicadband, dal-up, or VPN connection; of fel wp & FoutErn o oCess poant,

-

% chi PATe P
= cublesheot probiems

Diagriose snd repair netwaork probléms. or get roubleshooting inlarmaticon,

Internet Options
Windows Defender Farewall

Click on “Change adapter settings”
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Right click VPN Connection LION and select Properties

2 VPN Connection LION Properties X
General QOptions Security Networking Sharing
Host name or IP address of destination (such as microsoft.com or
157.54.0.1 or Fe:1234:1111):
¥pn physics leidenuniv.nl
First connect
Windows can first connect to a public network, such as the
Intamet, before trying to establish this virtual connection.
[] Diat another connection first:
Privacy statement
[ ok ]| Cancel |

Click on the “Security tab”
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2 LION-VPN Properties x

General Options Secuiy Networking Sharing

Type of VPN:
Layer 2 Tunneling Protocol with [Psec ﬂ.?FEﬂPsée} “
| Advanced settings
Data encryption:
Optional encrption (connect even § no encryption) W
Authentication

(0 Use Extensible Authentication Protocol (EAF)

Fropedies

(®) Mllow these protocols

[ Unencrypted password (PAP)
[[]Challenge Handshake Aithentication Protocdl {CHAP)
[] Microsoft CHAP Version 2 (MS-CHAP v2)

Automatically use my Windows logon name and
password {and domain, f any)

[ ok ]| cace

Select in the pulldown menu “Type of VPN” Layer 2 Tunneling Protocol with IPsec (L2TP/IPsec)
Then click Advanced settings

Advanced Properties b o

LITP

{®) Use preshared key for authentication
Key: ] :u:-::a:r-:n:u'

() Use certificate for authenticatior

Verify the Name and Usaoe attributes of the server's certificate

o] cone
Select “Use preshared key for authentication” '
Fill in the key you receive by mail and click on OK and on OK again.

Then Click on your network icon in the right bottom corner.
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Physics.LeidenUmiv.ni

EI onnecieq

D-Z'O VPN Connection LION

Metwork & Internet settings

Click on Connect

Windows Secunty 4
Sign in

I kuyvenhoven

| The user name or password is incomect.

oK Cancel

Fill in your credentials when you have choose the Push option in DUO and click OK
For example, if you wanted to use a passcode to authenticate instead of Duo Push , you Should enter
(don’t forget the comma after your password):

username: bob\\
password: *¥¥*xx*xx 123456

If you wanted to use a Yubikey to authenticate instead of Duo Push , you should enter (don't forget
the comma after your password):

username: bob
password: **x**x*x hold your finger on the yubikey
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