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Open Control Panel by typing control panel in the search bar
Open the Network and Sharing Center
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Right click the name of your: VPN Connection LION, LION-VPN, Universiteit Leiden and select
Properties
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VPN Connection LIOM Properties x

Genera  Qptions  Securty Metworking  Sharing

Host name or [P address of destination (such as microsoft.com or
157.54.0.1 or ¥e:1234::1111)

kpn physics lesdenuniv ol

First conmect
Windows can first connect to & public network, such as the
Internet, before trying to establsh this virual connection.

[[] Dial another conmection firt:

Prvacy statement

Click on the <Security tab>

4 VPN Connection LION Properties x

General Options  Secuity  Matworking  Sharing
Type of VPHN;

Layer 2 Tunneling Protocol with IPeec: (L2TF/1Paec)

Ll

Advanced setings
Data encryption:

Optional encryption (connect even if no encryption)
Authertication
() Use Exterssble Authentication Protocal (EAP)

Properties
(%) Alow these protocoks

Unencrypted password (PAP)
[(] Challenge Handshake Authentication Protocsl [ICHAP)
[[] Microsoft CHAP Version 2 (M5-CHAP v

Automatically use my Windows logon name and
password (and domain.  any

Chance all options like above.
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Left click one of the above icon.

g Physics.LeidenUniv.nl

Ou? VPN Connection LION

¢ & Internet settings

Click on Connect on your VPN connection name.

Windows Securty 4

Sign in

I kuyvenhowven

| The user name or password is incorrect.

f oK Cancel

Fill in your credentials when you have choose the Push option in DUO and click OK
For example, if you wanted to use a passcode to authenticate instead of Duo Push , you Should enter
(don’t forget the comma after your password):

username: bob
password: *¥**xx*xx 123456

If you wanted to use a Yubikey to authenticate instead of Duo Push , you should enter (don't forget
the comma after your password):

username: bob
password: **x*x*x*x hold your finger on the yubikey
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