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OLD VPN Connection To NEW with DUO

Open Control Panel by typing control panel in the search bar
Open the Network and Sharing Center

SF Metwork and Sharing Center
58+ Contrel Pantl » Al Contral Panel ltems + Nabwerk amd Shasing Center

Wiew your basic netwark information and set up connection:

Canral Panel Home Ew your basic network info tion and set up connections
Wew your active refwarks

Change adapter settings

Change advanced sharing Phoysics LeidenL niv.nl Internet

settings Damsin network

Media streaming options

Chamge your retearking setlingi

o "
Whd Setupanesc
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-
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Disgnese and repar nebwark probilerns, er gel treubleshesting mfamation,

nbernet Optans

Windcws Defender Firewall

Click on <Change adapter settings>

Right click the name of your: VPN Connection LION, LION-VPN, Universiteit Leiden and select
Properties

oldvpn3.png6400
Click on the <Security tab>
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= VPN Connection LION Properties X

General Options Secunity Networking Sharing

Type of VPN:
Layer 2 Tunneling Protocol with |IPsec (L2ZTP/IPsec) W
Advanced settings
Data encryption:
Optional encryption (connect even if no encryption) ~
Authertication

{(C) Use Bxtensible Authentication Protocol (EAP)

Properties

(@) Allow these protocols

] Unencrypted password (PAF)
[ ] Challenge Handshake Authentication Protocol (CHAP)
[ ] Microsoft CHAP Version 2 (MS-CHAP v2)

Automatically use my Windows logon name and
password (and domam . if any

Chance all options like above.
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Left click one of the above icon.

https://helpdesk.lorentz.leidenuniv.nl/wiki/ Printed on 2025/11/05 04:31



2025/11/05 04:31 3/4 OLD VPN Connection To NEW with DUO

Physics.LeidenUniv.nl

-

GZJ VFN Connection LION

MNetwork & Internet settings

Click on Connect on your VPN connection name.

Windows Secunty 4

Sign in

I kuyvenhoven

| The user name or password is incorrect.

f oK Cancel

Fill in your credentials when you have choose the Push option in DUO and click OK
For example, if you wanted to use a passcode to authenticate instead of Duo Push , you Should enter
(don’t forget the comma after your password):

username: bob
password: *¥xx**xx 71923456

If you wanted to use a Yubikey to authenticate instead of Duo Push , you should enter (don't forget
the comma after your password):

username: bob
password: *****xx hold your finger on the yubikey
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