2025/11/05 02:23 1/1 Two-Factor Authentication at the Lorentz Institute

Two-Factor Authentication at the Lorentz
Institute

Before proceeding, is the IL secretariat aware of your private email address? If not, please first
make contact with them.

e Introduction

2FA Setup/Access via Smart Phone

2FA Setup/Access via Personal Computer
2FA Setup/Access via FIDO2 Security Key
Shell Access To 2FA-protected IL SSH Server
Identity Verification

Beware of phishing emails. The Lorentz Institute will never send you emails containing links where
you are required to insert/disclose your credentials

From:
https://helpdesk.lorentz.leidenuniv.nl/wiki/ - Computer Documentation Wiki

=l

Permanent link: .
https://helpdesk.lorentz.leidenuniv.nl/wiki/doku.php?id=institute_lorentz:2fa&rev=1648127481 4

Last update: 2022/03/24 13:11

Lotmis VT

Computer Documentation Wiki - https://helpdesk.lorentz.leidenuniv.nl/wiki/


https://helpdesk.lorentz.leidenuniv.nl/wiki/doku.php?id=institute_lorentz:2fa-introduction
https://helpdesk.lorentz.leidenuniv.nl/wiki/doku.php?id=institute_lorentz:2fa-smartphone
https://helpdesk.lorentz.leidenuniv.nl/wiki/doku.php?id=institute_lorentz:2fa-pc
https://helpdesk.lorentz.leidenuniv.nl/wiki/doku.php?id=institute_lorentz:2fa-key
https://helpdesk.lorentz.leidenuniv.nl/wiki/doku.php?id=institute_lorentz:shell_access
https://helpdesk.lorentz.leidenuniv.nl/wiki/doku.php?id=institute_lorentz:verify_identity
https://helpdesk.lorentz.leidenuniv.nl/wiki/
https://helpdesk.lorentz.leidenuniv.nl/wiki/doku.php?id=institute_lorentz:2fa&rev=1648127481

	Two-Factor Authentication at the Lorentz Institute

